Abstract
Introduction
In recent years wireless technology has emerged providing high speed and reliable wireless communication, which provides even greater convenience to industrial applications. Wireless Networked Control System (WNCS) is a distributed control system which includes plants, sensors, actuators and controllers with wireless communication between them. WNCS is developed rapidly during recent years, because of the WNCS can be used in some adverse and even dangerous circumstances. For control applications, wireless networks offer unbeatable advantages such as: fully operation, flexible installation, rapid deployment, reduced infrastructure costs and greater convenience.
However, designing a successful WNCS brings new challenges to the researchers. Wireless network is always subject to physical and environmental conditions like interference which can lead to latency and packet loss. The time-varying delay, packet loss and interference are responsible for performance degradation and even system instability. In the WNCS, there is still a gap between the modeled and real-life designs. Building a distributed control system supported by wireless networks is a challenging task that requires a new design and simulation approach.
Simulation is a powerful technique that can be used at several stages of WNCS development. There are a number of wireless network control system simulators [1] [2] [3] [4] [5] [6] . NS-2 and OPNET are the most popular network simulators which support simulation of network protocols and classic MAC protocols. OPNET or NS is difficult to simulate the mathematical nature of the NCS. TrueTime is a Simulink based toolbox that allows performance evaluation of real-time task with simple network model support which is not accurate as the OPNET and NS-2, it supports simplified networked models. Tools like Matlab/Simulink are software simulators which are good for simulating the mathematical modeling and feedback control but lack the ability to simulation the complex behavior of wireless network. To capture both the system dynamics and communication events, co-simulation platforms were developed. In paper [7] [8] , an interface between MATLAB and OPNET was created to share data. The interface allow MATLAB to use its strong mathematical functionality and OPNET to use its ability to manipulate simulation of WNCS with MANETs. Milan Bartl et al. created co-simulation model to exchange data between external network component and work station in OPNET Modeler scenario [9] . But these platforms are simple and not consider complicate control techniques.
To capture both the system dynamics and communication events, to depict the real WNCS accurately, co-simulation platform consists of Matlab, OPNET and C++ must be developed. Cosimulation platform simulates the control system and network communication, to make the network and controller configuration possible to achieve the plant output that is close to the reference. This paper is organized as fellow: section Ⅱ provides a brief description of wireless networked control system. Section III presents the platform of co-simulation of WNCS. The simulation of wireless networks control system and the performance analysis are demonstrated in section Ⅳ. Finally, the paper is concluded in section Ⅴ.
Wireless networked control system
WNCS is used to implement a closed loop control mechanism over wireless networks. The basic structure of closed loop models is shown in Fig. 1 .
Figure 1. Model of WNCS
The sensor samples the values of physical quantities, writes them in a packet, and sends the packet over the wireless network to the controller at regular intervals which is known as the sampling period. The controller generates a control signal based on the received plant state, and sent it to the actuator through WLAN. The sensor tasks begin with clock driven, while control and actuation tasks are invoked when an event occurs.
Cost considerations and the availability of agreed standards to support plug and play, has generated considerable interest in the use of the wireless communication standards include: IEEE 802.11, ZigBee and Bluetooth. Bluetooth is initially designed as cable replacement in the interconnection of portable, battery driven electronic devices [10] . It offers low cost and low power requirement with a high degree of versatility [11] . ZigBee provide short range wireless connection at an extremely low cost and a reasonable battery lifetime, but it offers low data rate which supports data rates are 250, 40 and 20kbps. Most WNCS researchers are based on mainly IEEE 802.11 which uses CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) as MAC protocol. Two coordination functions are specified in the IEEE 802.11 MAC (Medium Access Control): the DCF (Distributed Coordination Function) is a basic multiple access technique and exponential backoff algorithm to avoid collision; while the PCF (Point Coordination Function) is a polling scheme [12] . To reduce probability of collisions, the CSMA/CA mechanism introduces a random backoff interval using a binary exponential random backoff algorithm before transmitting.
The challenge for WNCS is the existence of time delays and lost packets due to channel error and interference. The WNCS total closed loop delay (τ total) is shown by equation (1) .
The time-varying delays and lost packets affect the performance or the stability of the NCS. The designer must consider both the wireless network and control system affect each other. The research of WNCS necessitates a co-design that combines the design of wireless network and control system. The co-simulation is a key in WNCS co-design. The co-simulation for wireless networked control system must try to merge simulation and testbed environments to get the best of the simulation and test environments of the control system.
Co-simulation Framework

Co-simulation framework extending OPNET
The co-simulation framework includes plant, wireless network and controller is shown in Fig. 2 . The plant is modeled within Matlab on a PC, while the controller is modeled by Matlab within the other PC. The wireless network is modeled within the OPNET. To implement co-simulation of multiple simulations, an interface between the OPNET and external systems must be developed to allow the sharing of data.
Figure 2. Co-simulation framework
The co-simulation is composed of the following components: External System Definition (ESD) model, simulation description (SD), Esys Module, the format of packet and external program. OPNET is the core simulator which provides External System (ESYS) to achieve co-simulation [13] . The ESYS API provides a way for external system like Matlab to write information to and read from OPNET. ESD defines the connection between OPNET and an external model. Each ESD contains one or more ESYS interfaces (ESI) which pass information between OPNET and the external model. The interface ensures the control and data share between the OPNET and external system. The basic principle of cosimulation in the OPNET Modeler is shown in Fig. 3 . 
Implementation of co-simulation
To provide a more realistic and flexible simulation scenario, the plant and controller nodes modeled by Matlab are communicated with OPNET wireless network via real wireless NIC, can be seen in the Fig. 4 . The plant or controller sends its data to OPNET wireless network via a wireless TCP/IP network. The OPNET relevant node receives the data through the Esys interface and transmits it via the OPNET simulation network.
OPNET is the core simulator. There are two main node models within OPNET used for the cosimulation, the plant and the controller. The plant node or controller node is the same as the library WLAN node apart from the "esys" module that contains the interfaces for the co-simulation. The extended node is shown in the Fig.5 . When the plant receives an Esys interrupt from the cosim, the process calls the function op_esys_interface_value_get to get data from cosim, and sends them to the controller. If it receives a packet from the controller it calls the function op_esys_interface_value_set to write the controller flow to the interface to send to Matlab via the cosim code. The controller works in the same way.
However, the challenge for the co-simulation based on the OPNET and external system is to synchronize the simulation time. The OPNET is event driven, while external system such as Simulink is time driven. The time synchronization mechanism between OPNET and external system is same as the method in the Ref. [14] .
Optimize WNCS
The motive of WNCS co-simulation is to simultaneously simulate both the control system dynamics and the wireless network events. The designer can improve and educate the decision-making process of system design for both the control system and the wireless network by the accurate co-simulation results. The co-simulation framework can help WNCS designer understand and improve the performance of the WNCS. Design uses the co-simulation framework introduced below, see Fig. 7 . 
Simulation
Sensor, controller, actuator, control object and wireless network etc. consists the WNCS. The simulation model was shown in Fig.8 . OPNET presents the topology of networked control system. The message is transmitted by the wireless network. The Matlab executes user defined tasks and interrupts handlers representing, such as actuator, sensor, controller. The Reference signal r and measurement signal y by running the simulation without network versus wireless network with delay are shown in Fig. 9 . The co-simulation framework can improve the performance of the WNCS by optimizing wireless network and adjusting control system parameters. Hence it is necessary to identify the quality of the wireless connection and how to improve the communication through the WLAN via advanced network simulator [15] . 
Conclusion
This paper has described a co-simulation framework consists of OPNET, Matlab, Simulink and C++. The approach has focused on co-simulation in which wireless networks are simulated in parallel with modeling of plant and controller. Co-simulation platform captures both the system dynamics and communication events, can help WNCS designer understand and improve the performance of the WNCS. The following proposals can be made for future work: 1) Developing advanced protocol algorithm to improve the wireless network real-time.
2) The co-simulation framework is promoted to use of hardware-in-the-loop to improve the performance of simulation.
